




































































































































































































































































































































































































































































































































































































































































NSF  Community  Cybersecurity  Benchmarking  Survey 
Instructions  for  completing  survey 
An  NSF  project  or  facility  should  submit  only  a  single  response  to  this  survey.  Completing  the  survey  may  require 
input  from  from  the  PI,  the  IT  manager,  and/or  the  person  responsible  for  cybersecurity  (if  those  separate  areas  of 
responsibility  exist).  While  answering  speci[c  questions  is  optional,  we  strongly  encourage  you  to  take  the  time  to 
respond  as  completely  and  accurately  as  possible.  If  you  prefer  not  to  respond  or  are  unable  to  answer  a  question  for 
some  reason,  we  ask  that  you  make  that  explicit  (e.g.,  by  using  “other:”  inputs)  and  provide  your  reason.  CTSC  will 
release  results  that  we  believe  provide  anonymity  to  the  individual  project  or  facility  respondents. 
Project  or  Facility  Budget 
If  you  are  unable  to  answer,  please  provide  a  reason  in  the  space  provided 
1.  What  is  your  project  or  facility’s  annual  budget? 
Estimate  to  1  or  2  signi[cant  digits,  e.g.,  $3M,  $500K,  $23,000 
2.  What  is  your  project  or  facility's  annual  information  technology  budget? 
Estimate  to  1  or  2  signi[cant  digits,  e.g.,  $1M,  $50K,  $23,000 
3.  What  is  your  project  or  facility's  annual  cybersecurity  budget? 
Estimate  to  1  or  2  signi[cant  digits,  e.g.,  $0.1M,  $50K,  $23,000 
Project  or  Facility  Attributes 
4.  Is  your  project  or  facility  an  NSF  Large  Facility? 
List  of  Large  Facilities  --  https://www.nsf.gov/bfa/lfo/docs/LargeFacilitiesListFeb2016.pdf  
Mark  only  one  oval. 
● Yes 
● No 
● Don't  know 
5.  Do  individuals  from  multiple  institutions  authenticate  to  the  resources  of  your  project  or  facility? 
Mark  only  one  oval. 
● Yes  -  2  or  3  institutions 
● Yes  -  more  than  3  institutions 
● No 
● Don't  know 
6.  Does  your  project  or  facility  have  a  person  with  de[ned  authority  for  developing  and 
maintaining  a  cybersecurity  program  (e.g.,  ISO,  CSO,  CISO)?  








● Yes,  full-time 
● Yes,  part-time 
● No 
● Don't  know 
7.  Is  there  an  identi[able  group  devoted  to  cybersecurity  within  your  project  or  facility? 
Mark  only  one  oval. 
● Yes,  part  of  IT 
● Yes,  and  separate  from  IT 
● No 
● Don't  Know 
8.  Does  your  project  or  facility  develop  or  maintain  software?  If  so,  what  policies,  processes  or  tools  do  you 
use? 
Check  all  that  apply  
● Coding  standards 
● Interpreted  languages  (e.g.,  PHP,  Python,  Ruby,  Perl) 
● Compiled  languages  (e.g.,  C,  C++,  Rust,  Java) 
● Source  code  repositories 
● Automated  testing 
● Continuous  Integration 
● Static  and/or  dynamic  analysis 
● Issue  tracking  /  vulnerability  management 
● Testing  policy  (e.g.,  regression  testing  of  patches) 
● Code  signing 
● Automated  documentation  tools  (e.g.,  pydoc) 
● Not  applicable 
● Other: 
Cybersecurity  Program 
9.  How  are  cybersecurity  policies  developed  and  o}cially  adopted  within  your  project  or  facility? 
Check  all  that  apply 
● IT  Manager  or  cybersecurity  person  is  responsible 
● A  formal  governance  board  or  group  has  been  established  to  authorize  the  policies 
● PI  or  other  project  or  facility  leadership  are  responsible 
● There  is  no  formal  authorization  or  adoption  process 
● The  host  institution(s)  provide  the  policies 
● Other: 
10.  What  framework  or  guidance  (if  any)  has  your  project  or  facility  adopted  for  how  cybersecurity  is  done? 
Check  all  that  apply 
● CIS  Critical  Security  Controls  (a.  k.  a.  SANS  Top  20)  -  https://www.sans.org/critical-security-  controls 
● NIST  Risk  Management  Framework  -  http://csrc.nist.gov/groups/SMA/[sma/framework.html 








● CTSC's  Guide  -  http://trustedci.org/guide/ 
● None 
● Other: 
11.  Who  accepts  residual  cybersecurity  risk  (i.  e.,  the  remaining  risk  after  reasonable  cybersecurity  controls 
are  established)?  
Check  all  that  apply 
● A  cybersecurity  person 
● IT  manager 
● System  or  process  owner 
● Senior  managers  or  PI 
● There  is  no  explicit  risk  acceptance  process 
● Other: 
12.  What  external  cybersecurity  requirements  (if  any)  are  imposed  on  your  project  or  facility? 
Check  all  that  apply 
● State  or  federally  mandated  protection  of  PII 
● Protected  health  information 
● Non-disclosure  or  contractual  agreements 
● Classi[ed  information  -  https://en.wikipedia.org/wiki/Classi[ed_information_in_the_United_States 
● FISMA 
● Cooperative  agreement  terms 
● None 
● Don't  know 
● Other: 
13.  What  kind(s)  of  identity  management  does  your  project  or  facility  employ  to  control  access  to  its 
resources? 
Check  all  that  apply  
● The  parent  institution's  identity  management 
● Separately  maintained  project  or  facility  userid/password 
● Independent  project  or  facility  certi[cate-based  infrastructure 
● Federated  identity  management  technology 
● Other: 
14.  What  programmatic  cybersecurity  safeguards  has  your  project  or  facility  implemented? 
Check  all  that  apply  
● Utilize  cybersecurity  maturity  model  to  assess  and/or  plan  program  evolution 
● Have  an  overarching  cybersecuriy  strategy,  policy  or  plan 
● Have  documented  cybersecurity  standards/baselines  for  employees  and/or  external  researchers 
● Conduct  risk  assessments 
● Inventory  critical  information  assets 
● Monitor/analyze  security  intelligence 








● Have  a  roadmap  for  cybersecurity  improvements 
● Have  a  data  classi[cation  scheme 
● Require  periodic  cybersecurity  awareness  training  for  personnel 
● Have  business  continuity/disaster  resovery  plans 
● Have  an  Information  Security  governance  structure 
● Review  by  external  organizations 
● None 
● Other: 
15.  What  operational  cybersecurity  safeguards  has  your  project  or  facility  implemented? 
Check  all  that  apply  Check  all  that  apply. 
● Multi-Factor  Authentication 
● Centralized  logging  system 
● Data  loss  prevention  /  [le  encryption 
● Vulnerability  management 
● Intrusion  Detection  Systems  /  IPS 
● Anti-virus  /  Anti-spam  /  spyware  /  phishing  solutions 
● Real-time  alerting  of  possible  attacks  /  anomalies 
● Physical  access  controls  to  critical  resources 
● Network  [rewalls  that  block  all  but  required  access  ports  /  protocols 
● Scan  for  vulnerabilities  or  con[guration  errors 
● Internal  tabletop  exercises  to  gauge  organizational  response 
● Penetration  or  phishing  tests 
● None 
● Other: 
16.  How  frequently  are  patches  applied  based  on  the  severity  rating,  either  on  a  [xed  maintenance  cycle  (e.g., 
monthly)  or  based  on  some  regular  cycle  after  a  patch  is  released?  
Choose  a  single  value  for  each  row.  If  multiple  values  are  appropriate  depending  on  system  type,  choose  the  shortest 
interval  Mark  only  one  oval  per  row. 
  2  Days  1  Week  1  Month  3  Months  >  3  Months 
Critical           
Important           
Moderate           
Low           
 
17.  If  your  project  or  facility  uses  cloud-based  services  (e.g.,  source  code  management),  how  are  accounts 
managed  in  that  environment?  
Check  all  that  apply  for  any  project  of  facility  cloud  services  








● Periodically  synchronized  with  project  or  facility  accounts 
● Separate  accounts  that  are  independently  maintained 
● Other: 
18.  How  many  cybersecurity  incidents  (i.e.,  any  event  that  puts  the  con[dentiality,  integrity,  or 
availability  of  data  or  information  systems  at  risk)  has  your  project  or  facility  experienced  in  the  past  year? 




● >  10 
● None 
● Don't  know 
● Prefer  not  to  answer 
19.  What  were  the  impacts  of  cybersecurity  incidents  to  your  project  or  facility? 
Check  all  that  apply  
● Loss  of  reputation 
● Decreased  con[dence  in  data  integrity 
● Temporary  or  permanent  inability  to  collect  or  analyze  data 
● Interruption  of  remote  access 
● Sanctions  or  legal  actions  due  to  breach  of  sensitive  information 
● Signi[cant  cost  of  incident  recovery  procedures 
● Cost  of  additional  remediation  procedures  /  controls 
● Does  not  apply 
● Other: 
20.  For  the  cybersecurity  incidents  your  project  or  facility  experienced  in  the  past  year,  which 
have  had  the  greatest  impact?  
Check  no  more  than  2 
● Network  denial  of  service 
● Compromise  /  failure  of  servers 
● Compromise  or  infection  of  workstations 
● Compromised  /  lost  /  stolen  portable  devices  (mobile  phones,  laptops) 
● Altered  or  theft  of  data  (including  password  [les  or  information  considered  sensitive  -  pre-  publication, 
HIPAA,  PII,  non-disclosure  information) 
● No  detected  incidents 
● Other: 
Cybersecurity  Concerns 
21.  What  would  most  improve  your  project  or  facility's  cybersecurity  stature? 
Check  at  most  2 








● Cybersecurity  steering  committee 
● Employee/researcher  reward  /  disciplinary  systems 
● Increased  cybersecurity  sta{ 
● Larger  cybersecurity  budget 
● Senior  Management  commitment 
● Other: 
22.  What  cybersecurity  threats  are  of  most  concern  to  your  project  or  facility? 
Check  at  most  2  
● Unauthorized  or  accidental  modi[cation  of  data 
● Exposure  of  con[dential  or  sensitive  information 
● Loss  of  availability  or  sabotage  of  systems 
● Incorrect  network/hardware/software  con[gurations 
● Email  viruses,  ransomware  or  other  malware 
● Unauthorized,  malicious  network/system  access 
● Other: 
23.  Comments  -  Use  this  space  to  record  any  additional  or  clarifying  comments. 
Feedback 
24.  Thank  you  for  your  participation  in  the  CTSC  Community  Survey.  If  you  have  any  feedback, 













  All  Large  Facili es  Big  Small 
Range  $70K‐$200M  $7M‐$200M  $2M‐$24M  $70K‐$400K 
Avg  ‐  Mean  $22M  $58M  $13.2M  $175K 
Avg  ‐  Median  $7M  $28M/37M  $12M  $130K/$160K 




  All  Large  Facili es  Big  Small 
Range  $3K‐$25M  $1M‐$25M  $550K‐$15M  $3K‐$100K 
Range  %  Budget  0%‐100%  2%‐67%  5%‐75%  1.7%‐100% 
Avg  ‐   Mean  $3M  $5M  $4.8M  $32K 
Avg  ‐   Median  $1M  $1.4M/$2.3M  $1M/$4M  $10K‐$15K 
Median  %  budget  14.3%  5%  48%  7.5% 





















  All  Large  Facili es  Big  Small  12
Range  $2K‐$3M  $13K‐$3M  $0‐$1.1M  $2K‐$45K 
Range  %  Budget  0.02%‐23%  0.02%‐1.5%  0.25%‐3.9%  ‐‐‐ 
Avg  ‐   Mean  $374K  $442K  $339K  ‐‐‐ 
Avg  ‐   Median  $60K  $75K/$78K  $50K  ‐‐‐ 
Median  %  budget  0.5%  0.5%  0.5%  ‐‐‐ 










  All  Large  Facili es  Big  Small 
2  or  3  5  2  1  2 
More   than  3  14  7  5  2 
No  6  0  1  5 















  All  Large  Facili es  Big  Small 
Full‐ me  1  1  0  0 
Part‐ me  11  6  5  0 
No  14  2  2  10 
Don’t  know  0  0  0  0 
 
Q7.  Is  there  an  iden ﬁable  group  devoted  to  cybersecurity  within  your  project  or  facility? 
  All  Large  Facili es  Big  Small 
In  IT  13  7  4  2 
Not  in  IT  2  1  0  1 
No  11  1  3  7 




























  All  Large  Facili es  Big  Small 
Coding  Standards  17  6  5  6 
Interpreted 
Languages 
20  7  5  8 
Compiled 
Languages 
23  9  7  7 
Source  Code 
Repositories 
26  9  7  10 
Automated 
Tes ng 
17  7  5  5 
Con nuous 
Integra on 
15  6  4  5 
Sta c/Dynamic 
Analysis 




20  8  7  5 
Tes ng  Policies  13  4  6  3 
Code  Signing  6  2  3  1 
Automated 
Documenta on 
10  3  5  2 













  All  Large  Facili es  Big  Small 
IT  or 
Cybersecurity 
13  7  5  1 
Governance 
Board 
7  4  2  1 
PI  or  Project 
Leadership 
11  1  6  4 
No  Process  6  0  1  5 




  All  Large  Facili es  Big  Small 
CIS  2  2  0  0 
NIST  RMF  8  5  3  0 
CTSC  Guide  5  3  2  0 
None  12  1  2  9 




















  All  Large  Facili es  Big  Small 
Cybersecurity 
person 
0  0  0  0 
IT  Manager  3  0  1  2 
System/Process 
Owner 
1  1  0  0 
SeniorManager  or 
PI 
8  3  3  2 
No  Process  13  5  3  5 




  All  Large  Facili es  Big  Small 
PII  7  3  2  2 
PHI  2  2  0  0 
NDA  or 
contractual 
4  3  1  0 
Classiﬁed  1  1  0  0 
FISMA  1  1  0  0 
Coopera ve 
Agreement 
10  8  2  0 
None  5  1  1  3 
Don’t  Know  3  0  0  3 
“WLCG”  1  1  0  0 
“MOU”  1  0  1  0 
“IGTF”  1  0  0  1 











  All  Large  Facili es  Big  Small 
Parent   Ins tu on  10  2  2  6 
Project  Provided 
userid/pswd 
16  7  5  4 
Project  Cer ﬁcate  8  2  3  3 



































  All  Large  Facili es  Big  Small 
Maturity  Models  2  1  1  0 
Strategy,  policy  or 
plan 




12  7  4  1 
Risk  assessments  11  7  4  0 
Inventory  cri cal 
assets 
9  5  3  1 
Monitor  security 
intelligence 
7  4  3  0 
Cyber  incident 
response  plan 
12  8  3  1 
Improvement 
roadmap 
8  5  3  0 
Data  classiﬁca on  8  5  3  0 
Periodic 
awareness  training 
9  6  2  1 
Disaster  recovery 
plans 
12  7  4  1 
Governance 
structure 
8  6  2  0 
External  review  8  5  2  1 















  All  Large  Facili es  Big  Small 
Mul ‐Factor 
Authen ca on 
7  2  3  2 
Centralized 
logging 
15  8  6  1 
Data  Loss  prev  / 
encryp on 
9  3  3  3 
Vulnerability 
management 
11  7  4  0 
Intrusion 
detec on 
11  7  3  1 
An ‐virus,  spam, 
phishing 
12  8  3  1 
Real‐ me  alerts  9  5  3  1 
Physical  access 
controls 
16  8  5  3 
Firewalls  18  9  5  4 
Vulnerability  scans  13  7  4  2 
Tabletop  exercises  4  3  1  0 
Penetra on  or 
phishing  tes ng 
5  3  2  0 


















D/W/M/3M/>3  All  Large  Facili es  Big  Small 
Cri cal  12/10/0/0/0  5/3/0/0/0  5/2/0/0/0  2/5/0/0/0 
Important  1/15/5/0/0  0/7/1/0/0  0/5/2/0/0  1/3/2/0/0 
Moderate  0/4/11/2/3  0/2/6/0/0  0/1/3/1/1  0/1/2/1/2 




  All  Large  Facili es  Big  Small 
Integrated  w/ 
Project 
5  3  2  0 
Periodically 
Sync’ed 
1  0  1  0 
Separate  Accounts  14  4  2  8 
N/A  or  No 
Response 
























  All  Large  Facili es  Big  Small 
1  ‐  3  12  7  4  1 
4  ‐  6  0  0  0  0 
7  ‐  10  0  0  0  0 
>  10  0  0  0  0 
None  13  2  3  8 
Don’t  Know  1  0  0  1 
Prefer  not  to 
answer 































  All  Large  Facili es  Big  Small 
Loss  of 
Reputa on 




1  0  1  0 
Inability  to  collect 
/  analyze  data 
1  0  1  0 
Interrupt  remote 
access 
4  3  1  0 
Sanc ons  or  legal 
ac on 
0  0  0  0 
Signiﬁcant  cost  of 
recovery 
1  1  0  0 
Cost  of 
remedia on 
2  2  0  0 
Does  Not  Apply  17  3  4  10 
No  Response  2  1  1  0 
“Individual 
Worksta on” 
1  1  0  0 
“False  Alarm”  1  1  0  0 
“Suspend 
Accounts” 


















  All  Large  Facili es  Big  Small 
Network  denial  of 
service 
1  0  1  0 
Compromise 
server 
2  1  1  0 
  Compromise 
worksta on 
5  4  1  0 
  Compromised 
portable  device 
1  1  0  0 
  Altered  or  the  
of  data 
0  0  0  0 
No  detected 
incidents 
14  2  4  8 
No  response  2  1  0  1 
“External  power 
loss 
1  1  0  0 
“Account 
compromise” 
1  0  1  0 
“Unauthorized 
access” 













  All  Large  Facili es  Big  Small 
Advanced 
technology 








5  2  1  1 
Increased  staﬀ  9  4  2  3 




4  2  2  0 
No  Response  3  1  0  2 
“Malware 
awareness” 
1  1  0  0 
“Depend  on  host 
university” 





















  All  Large  Facili es  Big  Small 
Modiﬁca on  of 
data 




6  2  2  2 
Loss  of  availability 
or  sabotage 
10  6  2  2 
Incorrect 
conﬁgura ons 




7  4  0  3 
Unauthorized 
access 
10  2  4  4 





1  0  0  1 
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Comments  
Q23.  Use  this  space  to  record  any  addi onal  or  clarifying  comments. 
 
A  Large  Facility  “Our  predominant  concerns  would  be  loss  of  observa on   me 
(instrument  taken  down)  due  to  remedia on  eﬀorts  or 
damage  to  the  instrument  itself.  Data  integrity  is  an  issue,  but 
we  deal  with  that  in  a  number  of  ways  already.  Conﬁden ality 
is  not  a  primary  concern  given  the  unique  nature  of  the  data 
set.  So  while  our  data  is  not  made  public  immediately,  a 
premature  disclosure  due  to  a  security  incident  (or  any  other 
type  of  incident)  does  not  incur  direct  regulatory  or  penalty 
costs.”  
A  Small  project  “We  depend  on  the  hos ng  university  for  improvements;  li le 
concern  for  threats  on  such  a  small  project” 
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